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Please read this privacy policy carefully before using this site, mobile
application or other digital service.
Public Health England, an executive agency of the Department of Health and Social Care, (We,
Us or Our) is committed to protecting and respecting your privacy. 

SCOPE OF POLICY
For the purpose of this document, the Data Protection Legislation shall mean any data protection
legislation from time to time in force in the UK including the Data Protection Act 1998 or 2018 or
any successor legislation and (for so long as and to the extent that the law of the European Union
has legal effect in the UK) the General Data Protection Regulation ((EU) 2016/679) and any other
directly applicable European Union regulation relating to privacy.

This policy (together with Our end-user licence agreement (EULA) as set out at
https://www.nhs.uk/oneyou/apps-terms-and-conditions and our Website Terms and Conditions as
set out at https://www.nhs.uk/oneyou/terms-and-conditions) and any additional terms of use
incorporated by reference into the EULA, (together Our Terms of Use) applies to your use of:

All One You Mobile Applications (One You App) hosted on https://www.nhs.uk/oneyou/
(App Site(s)) or any other mobile application software provided by Public Health England
(PHE App) with which you have not been asked to agree to a separate Privacy Policy;
collectively referred to as (App(s)), once you have downloaded or streamed a copy of the
App onto your mobile telephone, tablet or handheld device (Device).
Any of the services accessible through the App(s) or any website services provided by PHE
(Services) that are available on the App Site(s) or other websites of Ours (Services
Site(s)), unless the EULA or Website Terms and Conditions states that a separate privacy
policy applies to a particular Service, in which case that privacy policy only applies.
Any ‘Chatbot(s)’, ‘Voice Skill(s)’ or ‘Action(s)’ made available through third party platforms
that are also subject to the Privacy Policy of that provider which you will have been asked to
agree to as part of your use of that platform.

This policy sets out the basis on which any personal data We collect from you, or that you provide
to Us, will be processed by Us.  Please read the following carefully to understand Our views and
practices regarding your personal data and how We will treat it.

For the purpose of the Data Protection Legislation, the data controller is the Department of Health
and Social Care of: 
 
Wellington House 
133-155 Waterloo Road 
London SE1 8UG 
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Our nominated representative for the purpose of the Data Protection Legislation is Mr Alex
Sienkiewicz.

INFORMATION WE MAY COLLECT ABOUT YOU
We may collect and process the following data about you: 
 
Information you give Us (Submitted information): 
You may give Us information about you by filling in forms on Public Health England App Site(s)
and/or Services Site(s), (collectively, Our Site(s)), or by corresponding with Us by phone, e-mail or
otherwise. This includes information you provide when you register to Our Site(s), subscribe to
any of Our Services, participate in discussion boards (or other social media functions on or linked
to Our Site(s)), enter a competition, promotion or survey or carry out any other activity and when
you report a problem with Our Site(s). The information you give Us may include your name,
address, e-mail address and phone number, age, username, password, personal description, and
any other information you provide. 

Information We collect about you. 
With regard to each of your visits to Our Site(s) or services, We may automatically collect the
following information about you:

Technical information, including the type of mobile device you use, an unique device
identifier (for example, your Device’s IMEI number), mobile network information, your mobile
operating system, the type of mobile browser you use (Device Information);
Details of your use of any of Our App(s) or your visits to any of Our Site(s) and the resources
that you access (Log Information);
Internet Protocol (IP) address used to connect your computer to the Internet, your login
information, browser type and version, time zone setting, browser plug-in types and
versions, operating system and platform, information about your visit, including the full
Uniform Resource Locators (URL) clickstream to, through and from Our Site(s), (including
date and time); product you viewed or search for; page response times, download errors,
length of visits to certain pages, page interaction information, and methods used to browse
away from the page and any phone number used to call Our customer service number
(Other Information).
Location Information. We may also use GPS technology to determine your current
location. Some of Our location-enabled Services require your personal data for the feature
to work. If you wish to use the particular feature, you will be asked to consent to your data
being used for this purpose. You can enable or disable location services when you use our
Service at any time through your mobile device settings (Location Information).
Our App(s) and Our Site(s) may collect information about user demographics through
Google Analytics Demographics and Interest Reporting. This information will only be used
for internal reporting and not shared with third parties. You can opt out by following the How
to opt out of Our use of SDKs section below for our App(s) or exiting Our Site(s).
Activity data. Some of our Apps, Chatbot(s), Skill(s) and Action(s) are designed to track
your activity. We may collect your activity data (for example, steps, location, distance, pace
activity time) either when you manually input your activity data into the App or when you
employ features in the App or the Services that are designed to capture your activity data.
Contact information. In some of our App(s), Chatbot(s), Skill(s) and Actions you have the
option of providing contact information to Us in order to get help from a human operator. We
will not collect this information unless You specifically elect to share this information with us.
Conversational engagements. We may use information We collect or You provide to us
through our Chatbot(s), Skill(s) and Action(s) to tailor and optimise your experience within
the relevant platform and to provide the most relevant information, support and advice
around the relevant subject matter.

Information we receive from other sources. 
We may receive information about you if you use any of the Services Sites We operate or the



One You

https://www.nhs.uk/oneyou


28/07/2018 OneYou - Privacy policy - One You

https://www.nhs.uk/oneyou/privacy-policy/ 3/8

other Services We provide. In this case We will have informed you when We collected that data
that it may be shared internally and combined with data collected on Our Site(s). We are also
working closely with third parties (including, for example, business partners, sub-contractors,
delivery services, analytics providers, search information providers) and may receive information
about you from them.

Cookies
Our Site(s) uses cookies to distinguish you from other users of Our Site(s). This helps Us to
provide you with a good experience when you browse Our Sites(s) and also allows Us to improve
Our Sites(s). For detailed information on the cookies We use and the purposes for which We use
them see the section “Information about Our use of Cookies” below.

Software Developer Kits (SDK)
Our Apps use SDKs to distinguish you from other users of Our Apps. This helps Us collect
information about how you are using Our Apps so We can ensure We are providing you with a
good experience when using Our Apps and allows Us to improve Our Apps in future. For detailed
information on the SDKs We use and the purposes for which We use them see the section
“Information about Our use of SDKs” below.

Uses made of the information
We use information held about you in the following ways:

Information you give to Us.  
We may use this information:

to carry out Our obligations arising from any contracts entered into between you and Us and
to provide you with the information, products and services that you request from Us;
to provide you with information about other Department of Health and Social Care and its
executive agencies’ services We offer that we feel may be of interest to you. You can opt out
of receiving any communication We send you relating to this at any time;
if you are an existing customer, We will only contact you by electronic means (e-mail or
SMS) with information about services We feel may be of benefit to you. If you are a new
customer, We will contact you by electronic means only if you have consented to this. If you
do not want Us to use your data in this way, please tick the relevant box situated on the form
on which We collect your data (the registration form);
to notify you about changes to Our Service;
to ensure that content from Our Sites(s) is presented in the most effective manner for you
and for your computer.

Information We collect about you.  
We may use this information: 

to administer Our Site(s) and for internal operations, including troubleshooting, data
analysis, testing, research, statistical and survey purposes;
to improve Our Site(s) to ensure that content is presented in the most effective manner for
you and for your Device/computer;
to allow you to participate in interactive features of Our service, when you choose to do so;
as part of Our efforts to keep Our Site(s) safe and secure;
to make suggestions and recommendations to you and other users of Our Site(s) about
services that may interest you or them.
to provide you with targeted advertising that We feel may be of interest to you. 
for research purposes carried out internally or by trusted third parties

Information We receive from other sources. 
We may combine this information with information you give to Us and information We collect
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about you. We may use this information and the combined information for the purposes set out
above (depending on the types of information We receive).

Disclosure of your information
We may share your information with selected third parties including but not limited to:

Business partners, suppliers and sub-contractors for the performance of any contract We
enter into with you.
Local councils with which We collaborate to advise and support them in the delivery of their
public health function, but only in an anonymised manner.
Analytics and search engine providers that assist Us in the improvement and optimisation of
Our Site(s).

We may disclose your personal information to third parties:

If Public Health England or substantially all of its assets are transferred to a third party
organisation, in which case personal data held by it about its customers will be one of the
transferred assets.
If We are under a duty to disclose or share your personal data in order to comply with any
legal obligation, or in order to enforce or apply Our terms of use [Please see Our EULA
pages and Our Terms and Conditions pages] and other agreements; or to protect the rights,
property, or safety of Public Health England, Our customers, or others.

Where We store your personal data
All information you provide to Us is stored on secure servers held in both the European Economic
Area (EEA) and GDPR compliant international data processors only. Where international data
processors are used, all appropriate technical and legal safeguards will be put in place to ensure
that you are afforded the same level of protection as within the EEA.

Where We have given you (or where you have chosen) a password which enables you to access
certain parts of Our Site(s), you are responsible for keeping this password confidential. We ask
you not to share a password with anyone.

Unfortunately, the transmission of information via the internet is not completely secure. Although
We will do Our best to protect your personal data, We cannot guarantee the security of your data
transmitted to Our Site(s); any transmission is at your own risk. Once We have received your
information, We will use strict procedures and security features to try to prevent unauthorised
access.

Your rights
You have the right to ask Us not to process your personal data for marketing purposes. We will
usually inform you (before collecting your data) if We intend to use your data for such purposes or
if We intend to disclose your information to any third party for such purposes. You can exercise
your right to prevent such processing by checking certain boxes on the forms We use to collect
your data.  You can also exercise the right at any time by contacting Us at oneyou@phe.gov.uk. 

Our Site(s) may, from time to time, contain links to and from the websites of Our partner networks
and affiliates.  If you follow a link to any of these websites, please note that these websites have
their own privacy policies and that We do not accept any responsibility or liability for these
policies.  Please check these policies before you submit any personal data to these websites.

Access to information
The Data Protection Legislation gives you the right to access information held about you. Your
right of access can be exercised in accordance with the Data Protection Legislation. 
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Changes to Our privacy policy
Any changes We may make to Our privacy policy in the future will be posted on this page and,
where appropriate, notified to you by email. Please check back frequently to see any updates or
changes to Our privacy policy.

Contact
Questions, comments and requests regarding this privacy policy are welcomed and should be
addressed to:

phe.enquiries@phe.gov.uk;

or

Mr Alex Sienkiewicz. 
Department of Health and Social Care 
Wellington House 
133-155 Waterloo Road 
London 
SE1 8UG

Information about Our use of cookies
Our Site(s) uses cookies to distinguish you from other users of Our Site(s). This helps Us to
provide you with a good experience when you browse Our Site(s) and also allows us to improve
Our Site(s). By continuing to browse Our Site(s), you are agreeing to Our use of cookies.

A cookie is a small file of letters and numbers that We store on your browser or the hard drive of
your computer if you agree. Cookies contain information that is transferred to your computer's
hard drive. 
We use the following cookies:

Strictly necessary cookies. These are cookies that are required for the operation of Our
Site(s). They include, for example, cookies that enable you to log into secure areas of Our
Site(s).
Analytical/performance cookies. They allow Us to recognise and count the number of
visitors and to see how visitors move around Our Site(s) when they are using it/them. This
helps Us to improve the way Our Site(s) work, for example, by ensuring that users are
finding what they are looking for easily.
ScorecardResearch use information collected through these cookies to help RhythmOne
(please see the Advertising cookies section below) understand how widely its advertising
services are used on the Internet. To refuse these ScorecardResearch cookies, please visit:
http://scorecardresearch.com/optout.aspx
Functionality cookies. These are used to recognise you when you return to Our Site(s).
This enables Us to personalise Our content for you, greet you by name and remember your
preferences (for example, your choice of language or region).
Targeting cookies. These cookies record your visit to Our Site(s), the pages you have
visited and the links you have followed. We will use this information to make Our Site(s)
more relevant to your interests. We may also share this information with third parties for this
purpose.
Advertising cookies.

  AppNexus

 This is a technology platform (Platform or AppNexus Platform) that We use to buy, sell, and
deliver online advertising, including interest-based advertising, mostly through real-time
bidding. In other words, the AppNexus Platform does not itself buy, sell, or deliver ads, but
provides technology that other companies use for those purposes. The AppNexus Platform
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is designed to enable other companies (their clients) to buy, sell, or deliver advertising using
“Platform Data” that clients may collect using the Platform, derive from their use of the
Platform, or acquire from other sources and then use on the Platform. For more information
on AppNexus and its cookie policy, please visit:
http://www.appnexus.com/en/company/cookie-policy
You can click below to opt out of having the Platform used to select ads for your browser
based on your online web browsing behaviour. When you opt-out, an opt-out cookie (from
adnxs.com) will be stored in your web browser. The Platform will know the choice you have
made when it sees your opt-out cookie, and will apply your choice to all companies’ use of
the Platform. If you block or delete the opt-out cookie, the Platform will not see your choice.
If you would like to refuse these AppNexus cookies at any time, please visit:
http://www.appnexus.com/en/company/platform-privacy-policy#choices

The opt-out cookie may not work if your browser is configured to block third-party cookies. If you
delete your cookies, you will need to opt out again. There are browser plugins to help you
preserve your opt-out cookies. For more information, please visit http://www.aboutads.info/PMC.

The opt-out only applies to the browser in which you set it. For example, if you set the opt-out
while using Firefox, but then use Chrome, the opt-out will not be active in Chrome. To opt out in
Chrome, you will need to repeat the opt-out process.

The opt-out does not block or delete cookies, or prevent the use of cookies or other technologies
for purposes other than selecting ads based on your interests as inferred by your online
behaviour. If you opt-out, data may still be collected about your web browsing activities and you
will still see advertising. Ads may be selected, for example, based on the content of the web page
in which they are shown. If you wish to block or delete cookies altogether, you can use web
browser settings to do so.

Please note that third parties (including, for example, providers of external services like web traffic
analysis services) may also use cookies, over which We have no control. These cookies are
likely to be analytical/performance cookies or targeting cookies.

You block cookies by activating the setting on your browser that allows you to refuse the setting of
all or some cookies. However, if you use your browser settings to block all cookies (including
essential cookies) you may not be able to access all or parts of Our Site(s).

To find out how to allow, block, delete and manage the cookies on all standard web browsers,
please go to www.aboutcookies.org.

If you use a Device to browse Our Site(s) or other sites that use cookies, please refer to your
handset manual for guidance.

Information about Our use of SDKs
Our Apps use SDKs to distinguish you from other users of Our Apps. This helps Us collect
information about how you are using Our Apps so We can ensure We are providing you with a
good experience when using Our Apps and allows Us to improve Our Apps in future. By
downloading Our Apps, you are agreeing to Our use of SDKs. 
 
A SDK is a piece of computer code that is used in mobile applications that allows certain software
packages to run. We use the following SDKs: 
 
Analytics SDKs - Google Analytics

Analytics SDKs collect information about app usage including data about how many users
are using Our Apps, the number of sessions running on Our App and how long each
session is, from where in the world these users are logged in from, how many times Our
App is crashing, what operating systems and devices are running Our App, and how many
times certain of Our App features are used.
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Interest-based advertising SDKs - RhythmOne

To identify the interests of users, so that We can deliver advertising that is more relevant to
your interests. For more information on RhythmOne and its privacy practices, please visit:
http://Rhythmone.com/about/privacy.html. 

How to opt out of Our use of SDKs

Analytics and Advertising tracking SDKs

As these features are critical to Our ability to provide users with free, high quality mobile
applications it is not possible to opt out from tracking features. Downloading Our Apps is
deemed acceptance of these terms. However, if you are concerned about this type of
tracking having downloaded Our App(s) We would recommend deletion of the app, from
which time We will no longer be able to track usage.

Interest-based advertising SDKs

You can opt out from receiving Targeted Advertising based on data collected via your
mobile applications by following your Device maker’s most current published instructions,
such as the examples below (current as of the date of this version of Our Privacy Policy):

 Android

·        Google Settings > Services > Ads > Opt out of interest-based ads

iOS

·        Devices with iOS 6 and above use Apple’s Advertising Identifier. To learn more about
limiting ad tracking using this identifier, visit the Settings menu on your Device as follows

·        iOS 7 or higher – Choose Settings > Privacy > Advertising > Limit Ad Tracking

·        iOS 6 – Choose Settings > General > About > Advertising

When you opt out, We will stop (a) collecting information about your interests via Our Apps and
(b) serving you Targeted Ads based on the data collected via Our Apps.

Please note that opting out of either Browser-Based or Mobile Application-Based Data Collection
does not mean you will not see ads online from Public Health England or other digital advertising
companies, but only that Public Health England will not tailor ads based on your interests.

Information on third-party platforms
Some of Our products are available through platforms that have been created and are managed
by other organisations, before making use of these products We recommend that You familiarise
yourself with the relevant Privacy Policy for these services.

Where such products are offered, We will make clear to You that a third-party platform is being
used.

Facebook Messenger.

https://www.facebook.com/about/privacy/update

Amazon Alexa.

https://www.amazon.co.uk/gp/help/customer/display.html/ref=hp_left_v4_sib?
ie=UTF8&nodeId=201909010 
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Google Assistant.

https://policies.google.com/privacy

Chatfuel.

https://chatfuel.com/PrivacyPolicy.pdf
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